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[bookmark: _Toc219369276]About the DEC
[bookmark: _Toc219369277]Who we are 
The Disasters Emergency Committee (DEC) brings together 15 leading UK aid agencies to raise money at times of humanitarian crisis in poorer countries. By working together, we can raise more money to save lives and rebuild shattered communities.
We strive to provide effective and swift humanitarian assistance for all of our appeals.
We work with 15 UK's leading aid charities to provide and deliver aid to ensure successful appeals and since 1963 we have launched 79 appeals and raised over 72.5 billion.
[bookmark: _Toc219369278]When we launch an appeal
We respond to disasters in the world’s poorest countries, using a set of criteria to help us decide when we launch an appeal and how we can be most effective. The DEC consists of member agencies who are experts in humanitarian aid, delivering the efficient disaster responses which donors expect and those affected by disasters need.
We are governed by a board of trustees which includes the chief executives of all our members and up to six independent trustees; with a very small permanent staff of under 50, the DEC secretariat, to carry out the day-to-day running of the organisation. Along with the support of the Rapid Response Network, our media and corporate partners, we form a unique collaborative hub, able to launch appeals and raise funds to tackle some of the world’s most devastating crises.
[bookmark: _Toc219369279]How we spend and allocate money
Our priority is delivering aid and support to those that need it, as quickly and efficiently as possible. Decisions about how we allocate money to each of our members when disaster strikes are taken in advance, based on each member’s ability to deliver aid where it is needed. We make certain that how we spend your money ensures that communities receive the urgent humanitarian aid required, as well as long term support to rebuild their lives after a disaster.
We operate an extremely cost-effective model, spending an average of just over 7.3% of the money we raise, on running our appeals, with the rest distributed to our members to carry out their vital work.
[bookmark: _Toc219369280]How we ensure quality and accountability
The DEC’s work is governed by a commitment to best practice and being accountable to both our donors and those affected by disasters.
Our high standards begin with our membership, for which we have a strict set of criteria to make sure that the DEC is made up of the UK’s leading aid agencies. 
We conduct and publish regular independent appeal evaluations, to check our members’ disaster responses are really helping the communities that need them most, and our annual reports provide details on the DEC’s operational and financial performance every year.



[bookmark: _Toc219369281]Requirements overview (minimum)

[bookmark: _Toc219369282]Staff numbers
There are currently 45 staff working at the DEC. We operate a Hybrid working model, with staff mostly working from home in various locations across the UK. Twice a month, all staff are required to attend our London office.  These two days are normally the second Tuesday and Wednesday of the month. With some staff living in London, the office normally has up to 10 staff in on most working days (Mon-Fri). 
These numbers are augmented from time to time by the use of volunteers and consultants, some of whom will use our IT equipment. We also have visitors to the office who will utilise the DEC’s Guest Wi-Fi.  
[bookmark: _Toc219369283]Business as usual when not running an appeal
The DEC seeks to be a leading-edge operation in respect to its use of technology and seeks to maximise this to improve efficiencies of working and security of data. 
· for staff working from home and more flexible working patterns 
· hot desking within a flexible working environment
· use of cloud based storage and solutions
· backup of data 
· use of VOIP telecoms solution for our main Phone system
· robust protection against ransomware attacks, spam and hackers
· security and restriction of data in line with GDPR regulations
· robust IT hardware infrastructure
· backup routers/Firewalls for instant or quick change over in the event of a failure
· backup fibre optic connections to ensure continuity of business in the event of a failure
· high specification laptops (most users are windows based)
[bookmark: _Toc219369284]Specific requirements in a period of joint action
A period of joint action (PJA) is a period of between 14 and 21 days when we launch an emergency appeal. Reacting to a natural disaster the PJA can be implemented with 24 hours’ notice. During a PJA staff from the membership, volunteers and media support people coming into our office. 
This is sometimes referred to as surge mode. 

Staff often physically relocate the office to work with teams and we set up a Facebook live studio and often have TV crews in the office so that we can give field situation updates and interviews.

The DEC holds about 5 laptops in reserve to be mobilised for use when in surge/appeal mode. 
This period, around an appeal launch , is a very busy and critical time, and IT service needs to be guaranteed during this period. Any loss of provision will cost the DEC in terms of lost donations. 

[bookmark: _Toc219369285]Scope of Services Required
The successful bidder will be expected to provide the following services with effect from 1st April 2026.

[bookmark: _Toc219369286]Helpdesk and End-User Support
· A central helpdesk support service provided for all staff which covers all Software and Hardware issues along with User Admin (Joiners/Leavers/Changes)  
· Phone and remote support 08:00 to 17:30 Monday to Friday (excluding UK National and Bank holidays)
· We require Onsite support for two days per month between the hours of 09:00 to 17:30. At least one of these days will correspond with an all staff on site day (referred internally as a Wenlock Day.)
· Collaboration with existing third parties to resolve incidents and service requests, ensuring users have a single point of contact.
· Calls can be logged via phone, e-mail, in person or through a web portal.
· Each staff member will have access to a personal web portal to track all logged issues in real time and view updates in real time
· activity reports will be submitted, detailing call volumes and an analysis of service performance.  
· Support for Office 365, Slack, Salesforce, Zoom, IRIS Cloud & Suncloud, Box, Google Drive and other 3rd party cloud based apps 
· Failure to comply with SLAs will result in a proportionate refund of service charges 
· Support of Charity owned Laptops (approx. 50 devices) currently managed via inTune.
· Support of 15 Smartphones deployed to staff, (managed via inTune) . All other staff use their Personal smartphones to access Charity systems
· Problem Management – root cause and trend analysis on tickets to identify, track and resolve reoccurring incidents for good.
· During appeals PJA 24/7 support including weekends and bank holidays

[bookmark: _Toc219369287]Provision of Desktop Service
· Hardware support - All staff are issued a Laptop, which will need to be supported cradle to grave. On site we have one Multifunctional device for printing/scanning, which staff will require support to for connectivity/driver issues.
· All equipment will be monitored with updates & patches automatically pushed out.
· Mobile Device Management (MDM) of 15 Charity owned Android Devices.

[bookmark: _Toc219369288]Infrastructure Management
· Provision of High-speed fibre optic connectivity to the internet along with a Backup line
· The on-site Wi-Fi solution is reaching end-of-life and will need to be replaced. Currently, there are three Meraki access points, with the Wi-Fi configured as two separate networks: one for staff and one for guests.
· We have a FortiGate HA pair in place which have a 3 year support contract until Nov 2028. It is therefore, envisaged that these will remain in place and will be supported 24/7.
· Provision of VPN solution for up to 10 concurrent users
· Backup and disaster recovery management. Core Network devices should be regularly backed up. Our 0365 tenant is backed up daily and this is currently undertaken by a separate third party but we are happy to discuss this all being moved to the new provider.
· Asset Management, including procurement advice
· Maintaining accurate documentation of the technical infrastructure and its configurations

[bookmark: _Toc219369289]Information Security & Cyber Security
· Supporting and enabling the charity to adhere to its Policies on Information Security, Data Protection and its IT Policy 
· Creating, documenting and maintaining technical access controls and user administration measures
· Endpoint protection and monitoring
· Patching and vulnerability scanning and resolution
· MFA, identify and access management
· O365 Licence management
· Regular security audits and recommendations
· Maintenance of Cyber Essentials Plus Certification
· Proactive monitoring and resolution
	
[bookmark: _Toc219369290]Emergency loan equipment
Loan hardware will be provided in the event of a critical equipment failure at head office and includes:-
· Switches
· Routers
· Firewalls
[bookmark: _Toc219369291]
Support during appeals
At a time of a DEC appeal; DEC requires priority support, including access to
· key personnel to ensure the quickest response to their issues irrespective of the type of fault. 
· Up to 7 days ahead of a planned slow onset appeal or immediately in the event of a sudden natural disaster and 14 days after, all DEC staff, volunteers and contractors will be provided with this prioritisation service.
[bookmark: _Toc219369292]
Client support/Management
· Service Meetings
· For the first 6 months, monthly Service Review meetings will be completed. This will move to Quarterly service meetings after this period if both parties agree.
· Attendees will include the customer account manager and if needed the service manager.
· Activity reports will be submitted prior to the meeting, detailing call volumes and an analysis of service performance. If meetings are moved to Quarterly, the Service reports will still be issued monthly.
· Account Management Meetings                  
     Account Management meetings will occur Monthly and should look to cover:-
· Technology roadmap development
· Support for digital transformation projects
· Advice on best practice, compliance and cost optimisation
[bookmark: _Toc219369293]Supplier Requirements
Bidders should demonstrate:
· Proven experience delivering IT support to charities or SMEs
· Strong knowledge of Microsoft 365 and modern cloud environments
· Robust cybersecurity capability
· Reliable service desk operations with defined SLAs
· Familiarity with Artificial Intelligence (AI) technologies, particularly as they apply to core systems such as Microsoft 365.
· Clear pricing model
· References from current or recent clients
· Extended cover during appeals

[bookmark: _Toc219369294]Submission Requirements
Proposals should include:
1. Company Profile
2. Organisational Chart
3. Proposed Service Model & Approach
4. Details of Key Personnel
5. Details of security standards/frameworks adhered to, and applicable certification detailss (e.g. ISO, Cyber Essentials Plus, NIST)
6. Service Level Agreements (SLAs)
7. Information Security & Data Protection Measures
8. Description of your Organisations approach to ethical business practices
9. Copy of your Environmental or sustainability policy
10. Copy of your AI policy 
11. Copy of your Business Continuity/Disaster Recovery Plans
12. Pricing Structure (fixed monthly fees, hourly rates, project costs)
13. Relevant Experience & References
14. Contractual Terms and Conditions
15. Indications of your financial security
16. Copies of the last 2 years audited financial statements
[bookmark: _Toc219369295]Evaluation Criteria
Tenders will be evaluated on the following:
· Service quality and technical capability
· Cost effectiveness
· Experience and references
· Approach to customer service and partnership
· Security and compliance
· Ability to scale and innovate
[bookmark: _Toc219369296]Timeline
	Activity
	Date

	ITT issued
	   22nd January 2026

	Tender submission deadline
	   11th February 2026

	Supplier presentations (if required)
	   W/B 23rd February 2026

	Award decision
	   4th March 2026

	Contract start date
	   16th April 2026


[bookmark: _Toc219369297]Instructions for Submission
All tenders must be submitted electronically to:
Email: jsmith@dec.org
Subject Line: ITT Submission – IT Support Services – [Supplier Name]
Late submissions will not be considered without prior agreement
[bookmark: _Toc219369298]Contact for Clarifications
For any queries regarding this ITT, please contact:
Name: Julie Smith
Email: jsmith@dec.org.uk
Phone: 07496 927836

[bookmark: _Toc219369299]Appendix

[bookmark: _Toc219369300]SLAs

	Services
	Normal hours of operation
	Out of hours operation

	Remote service desk service
	08:00 – 17:30
Mon-Fri inclusive (excluding Christmas day and New Year’s Day but including other UK national and bank holidays
	Priority 1 faults only

	Equipment maintenance service
	09:00 – 17:30
Mon-Fri inclusive (excluding Christmas day and New Year’s Day but including other UK national and bank holidays
	Priority 1 faults only

	Monitoring service
	24 hours a day
7 days a week
	

	On-site support engineering
	09:00 – 17:30
Mon-Fri inclusive (excluding Christmas day and New Year’s Day but including other UK national and bank holidays
	Priority 1 faults only



	Priority
	Response Time
	 Resolution within

	1
	30 minutes
	4 hours

	2	
	2 hours
	4 hours

	3
	4 hours
	8 hours

	4
	8 hours	
	3 days





Priority 1 
A network or central incident or problem (or series of connected incidents or problems) which is affecting more than 10 users, or an entire charity function, for which there is no workaround or resilience or which has a severe impact upon the availability of operation of the Network;
· Comms hardware
· network/hub failure
· SharePoint Site
A failure impacting a charity director or other senior member of staff may be allocated a discretionary "1" Priority response
Priority 2
A local incident or problem (or series of connected incidents or problems) which renders a single user's PC unusable or materially impacts on its functionality
· hard drive failure with no other PC to use
· operating system problem with no other PC to use
· user profile issues and creation
· inability to print
Priority 3
A single incident or problem (or series of connected incidents or problems) that requires attention but does not prevent the user from accessing their PC or any software applications installed on it or which can be used from it
· PC education and advice
· general software issues and queries
Priority 4
A single incident or problem that is not a fault and therefore does not prevent the user from working, but is a request for change
· procurement of hardware/software
· office move
· New Joiner setup
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